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Setup Your WiFi AP by using HTTPS://SELOGIN.NET
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Your WiFi access point manages the_https://selogin.net web pages allowing
the end user making customized WiFi network configurations.

The WiFi AP uses a trick to redirect your web browser to the web
interface of the access point when you enter https://selogin.net.

However, under certain conditions, the WiFi access point is not able to
catch the https://selogin.net request, so that, your browser displays the
current web page, hosted on the Internet.

—>This is mainly due to a specific protocol (DNS SEC) used by some web
browsers.

The following pages will show how to change the settings of Chrome and
Edge to disable DNS SEC in order to access to the web interface of the
access point.
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How to Setup Chrome
- Step 1, Disconnect your VPN software (if any)

- Disconnect the VPN connection (if any) on your computer, laptop or 2 paloalto | GlobalProtect
mobile, as VPN software usually uses DNSSEC, which disables o
access to the WiFi AP’s internal web server.

*  You can of course reconnect VPN connection once WiFi AP
setup is complete.

Disconnected

Enter the portal address to connect
and secure access to your

applications and the internet.

Portal

example{com
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How to Setup Chrome
- Step 2, Connect to the AP using WiFi or Cable

Ensure the computer, laptop or mobile is connected to the
WiFi AP using its SSID, or cable connected to its front \\
Ethernet RJ45 port.
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How to Setup Chrome

- Step 3, Disable the DNSSEC protocol

1. Go to the Chrome settings, click the menu 3.

“Privacy and security”.

2. Click the menu “Security”

v % Settings - Privacy and security X +

€ > C @ ®Cchrome chrome:/settings/privacy

@ Settings

Q Search settings

2 Youand Google B Your browser is managed by your organization

B Autofill and passwords Safety Check

@  Privacy and security

(@  Performance

@ Chvome found some safety recommendations for your eview
Safe Browsing

@  Appearance
Privacy and security
Q  search engine

[0 Default browser s Clear browsing data
Clear history, cookies, cache, and more
(@)  Onstartup
Third-party cookies
®

Go to Safety Check

,
Third-party cookies are allowed
@ Languages
Ad privacy
@ ,
¥ Downloads & (stomize the info used by sites to show you ads
T Accessibility )
g sy R
Q system Safe Browsing (protection from dangerous sites) and other security settings
i Site sett
£ Reset settings ite settings R

M Extensions [

&  About Chrome

Controls what information sites can use and show (location, camera, pop-ups, and more)

* You can still restore those settings after the WiFi AP setup is complete.

4

Be sure to select the menu “No Protection (not

recommended)”

. Ensure the menu “Use secure DNS” is disabled

c oL %P e m)

.« &

* 0 s oo

®

B Settings - Security x o+

C @ @ Chome chromey/settings/security
Settings

You and Google
Autofill and passwords
Privacy and security
Performance
Appearance

Search engine

Default browser

On startup

Languages
Downloads

Accessi

System

Reset settings

Extensions [

About Chrome

Q Search settings

Safe Browsing

Enhanced protection
O Real-time, proactive protection against dangerous sites, downloads, and extensions that's v
based on your browsing data getting sent to Google

Standard protection
QO  Protects against sites, downloads, and extensions that are known to be dangerous. If a page v
does something suspicious, URLs and bits of page content are sent to Google Safe Browsing.

No protection (not recommended)
@  Does not protect you against dangerous websites, downloads, and extensions. Your Safe Browsing
settings in other Google products won't be affected.

Advanced

Always use secure connections

Use HTTPS whenever possible and get warned before loading sites that don't support it

Use secure DNS
This setting is disabled on managed browsers

Manage V8 security

»
Turn on additional protection in Chrome’s JavaScript and WebAssembly engine

Manage phones R
Control which phones you use as security keys

Manage certificates =

Manage HTTPS/SSL certificates and settings
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How to Setup Chrome
- Step 4, Clear Browsing Data

1. Go to the Chrome settings, click the menu

“Privacy and security”.

2. Click the menu “Clear browsing data”.

v % settings-Prvacy andsecurty X |

€ > C @ ®chome chromey/settings/privacy

@ Settings

2 Youand Google

B Autofill and passwords
@ Privacy and security 0
@  Performance

@  Appearance

O onstartup

@  Languages

¥ Downloads
T Accessibility
R, system

4D Reset settings

Q search settings

B3 Your browser is managed by your organization

Safety Check

@ Chrome found some saety recommenations fo your review e
Safe Browsing

Privacy and security

Q' search engine
ED  Default browser g Clearbrowsing data R
Clear history, cookies, cache, and more

@ Third-party cookies
Third-party cookies are allowed

@ Mo
™ Customize the info used by sites to show you ads

g Seity R
Safe Browsing (protection from dangerous sites) and other securiy settings
L Sitesettings R

Controls what information sites can use and show (location, camera, pop-ups, and more)
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5.

Be sure to select the menu “Advanced”.

Be sure to select “All time” from the drop-down
menu and verify that all options below are
selected.

Click “Clear data” and restart Chrome.

€ > C A

B Settings - Pivacy and security X

® Chrome  chrome://settings/clearBrowserData

Clear browsing data

fimeenge

Browsing history
None

Download history
None

Cookies and other site data
None

Cached images and files
Less than 1 MB

Passwords and other sign-in data
None

Autofill form data

r N
Cancel Clear data
\ >
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How to Setup Edge
- Step 1, Disconnect your VPN software (if any)

+ Disconnect the VPN connection (if any) on your computer, 2 paloalto | GlobalProtect
laptop or mobile, as VPN software usually uses DNSSEC, o
which disables access to the WiFi AP’s internal web server.

*  You can of course reconnect VPN connection once WiFi
AP setup is complete.

Disconnected

Enter the portal address to connect
and secure access to your

applications and the internet.

Portal

example{com
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How to Setup Chrome
- Step 2, Connect to the AP using WiFi or Cable

Ensure the computer, laptop or mobile is connected to the
WiFi AP using its SSID, or cable connected to its front \\
Ethernet RJ45 port.
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How to Setup Edge
- Step 3, Disable the DNSSEC

Go to the Edge settings, click the menu
“Privacy, search, and services”.

Be sure to disable the menu “Use secure
DNS to specify how to lookup the network
address for websites”.

o
-

&

%8 setings x |+

C @ @ Edge | edgey/settings/privacy
Settings

Q Search settings

@ _Profiles
| & Privacy, search, and services 1

Q) Appearance

D Sidebar

(B Start, home, and new tabs
@ Share, copy and paste

@ Cookies and site permissions
8 Default browser

L Downloads

Family safety
Languages
Printers

System and performance

@

»

Reset settings
Phone and other devices

Accessibility

Vo000

About Microsoft Edge

©) Your browser is managed by your organization

Security

Manage security settings for Microsoft Edge

Manage certificates o
Manage HTTPS/SSL certificates and settings

Microsoft Defender SmartScreen °
Help protect me from malicious sites and downloads with Microsoft Defender SmartScreen

Block potentially unwanted apps

Website typo protection Are you satisfied with website typo protection? & @ (@)
Warn me i | have mistyped a site address and may be directed to a potentially malicious site.

Clear all previously allowed sites Clear
Use secure DNS to specify how to lookup the network address for websites (@]

By default, Microsoft Edge uses your current service provider. Alternate DNS providers may cause some sites to not be reachable.

You can still restore those settings after the WiFi AP setup is complete. Life Is On
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How to Setup Edge

- Step 4, Clear Browsing Data

1. Go to the Edge settings, click the menu
“Privacy, search, and services” in Edge

browser settings.

2. Click “Choose what to clear”.

o @ soungs x ]+
< C ® @ Edge | edgey/settings/privacy
© Your browser is managed by your organization
Tracking preventi ° )
Settings
B Balance d Strict
Q_ Search settings ‘
@ Profiles
y: king prey hen browsing
Printer :
© Pprinters Clear browsing data
O System and perf
This includes history, passwords, cookies, and more. Only data from this profile will be deleted. Manage your data
O Reset settings
O Phone and other devices [ Clear browsing data now Choose what to clear ]
T Accessibility
Choose what to clear every time you close the browser >
@ About Microsoft

3.

Be sure to select “All time” from the drop-down
menu and ensure all options below are
selected.

Click “Clear now” and restart Edge.
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Proceed to Build-in Internal Web Server
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Connect to the web interface of the WiFi Access Point
- Step 1

1. Type the URL https://selogin.net in the 3. Click “Proceed to selogin.net (unsafe)”.
address bar of your web browser and press
Enter.

2. Click “Advanced”.

v Privacy error x o+ - 8 x v Privacy error x 4

€ > C [ O Notsecure httpsi/selogin.net o * in} 2 i € 5 C @  ©Notseure hitpsi//selogin.net * O 2

A Your connection is not private

Attackers might be trying to steal your information from selogin.net (for example,
passwords, messages, or credit cards). Learn more
Your connection is not private NETSERR_CERT_AUTHORITY_INVALID

Attackers might be trying to steal your information from selogin.net (for example,

passwords, messages, or credit cards). Learn more
Q  To get Chrome's highest level of security, turn on enhanced protection

NET:ERR_CERT_AUTHORITY_INVALID

©  To get Chrome's highest level of security, tum on enhanced protection

This server could not prove that it is selogin.net; its security certificate is not trusted by

your computer's operating system. This may be caused by a misconfiguration or an
Back to safety attacker intercepting your connectio

Proceed to seloginnet (unsafe)
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Connect to the web interface of the WiFi Access Point
- Step 2

1. Every WiFi AP connected to the LAN will 2. Repeat the process until landing to the
be displayed with a detailed IP address. login page. Use the default password to
Click on the IP address of a specific login (printed on the Access Point and a
Access Point to configure it. label inside the packaging of the AP)

v @ seloginnet/selectasp x  + — X v @ schneider_Electric WiFi APV X + - X
<« C M © Notsecure https;//selogin.net/select.asp Yo o} e <« C [  © Notsecure https//192.168 FEFENVlogin.asp pg In) 2
Please choose the device you want to log in to
Device Name IP address MAC address Schneider_Electric WiFi_AP_v1.0

Schneider_Electric WiFi AP v1.0 a 168 e 00:00:00:00:24:00
Schneider_Electric WiFi AP_v1.0 168, 00:00:00:00:3D:10 e
9 English

Please select among the above list the WiFi socket that you want to configure. If you do not know which one to select, please

disconnect all the other WiFi socket. Please refer to the user manual to proceed.
ogin

Forget password?
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